Windows Logger

A Windows application that monitors application usage

[Preliminary Administrators Guide]

Michael A. Todd
7/25/2015

This Users Guide is intended for either personal usage by individuals or for administrator usage in corporate
environments. It details the theory and operation of the Windows Logger application. ©2015
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Purpose:

The purpose of Windows Logger is to scan all visible windows and log every time a user moves from one application to
another. The application adds entries into LOG files which are either on users hard drives or on network shares. When
run locally, the default folder for LOG files is C:\Temp. On a network, an Administrator determines the default folder
location. Email alerts can also be configured.

Sample Log file:

A sample of LOG file output is below. In addition to the date/time and the Window Title, the associated process and
other information is logged. The naming convention for the LOG files is Username_0OS-Version_32/64bit_(PC
name)_process.log.

B CSVFileView - C\Users\Public\logs\Windows_Logger\toddm_WIN_81_X64_(NEW-DEN-PC)_windows.log ==
File Edit View Options Help
| = & ) A

2015-07-06 07:2%:39: Time Diff User name Host name IP Address 1 IP Address 2 Logon Server Window Title Process Name Is Hung L)

@ 2015-07-2515:01:55:  91.641 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  CSVFileView - C:\Users\Public\logs\Windows_Loggeritoddm_WIN_81_X64_(MEW-... CSVFileView.exe 0

@ 2015-07-25 15:00:23 : 51516 toddm MEW-DEN-PC  192.168.0.18 0.0.0.0 YWWMEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word WINWORD.EXE 0

@ 2015-07-25 14:59:32 : 1.079 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YWMNEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word WINWORD.EXE 0

@ 2015-07-2514:58:31: 4766 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  AutolT Seripts explorer.exe 0

@ 2015-07-25 14:59:26 : 19719 toddm MEW-DEN-PC  192.168.0.18 0.0.0.0 YWWMEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word WINWORD.EXE 0

@ 2015-07-25 14:5%:06:  0.609 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YWMNEW-DEN-PC  AutolT Scripts explorer.exe 0

@ 2015-07-25 14:59:06:  1.609 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 YWWMEW-DEN-PC  11% complete explorer.exe 0

@ 2015-07-25 14:5%:04: 13515 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YWMNEW-DEN-PC 0% complete explorer.exe 0

@ 2015-07-25 14:58:48:  7.813 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  AutolT Seripts explorer.exe 0

@ 2015-07-25 14:58:41: 7.1 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 WWMEW-DEN-PC Lexar (N:) explorer.exe 0

@ 2015-07-25 14:58:34 : 3.266 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YAMNEW-DEN-PC 7 Top 10 Reasons Bruce Lee May Have Been Superhuman - YouTube - Mozilla Firefox  firefoxexe 0

@ 2015-07-25 14:58:30: 77 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  DOCs explorer.exe 0

@ 2015-07-25 14:57:13 2.656 toddm MEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC 7 Top 10 Reasons Bruce Lee May Have Been Superhuman - YouTube - Mozilla Firefox  firefox.exe 0

@ 2015-07-25 14:57:11 2 221844 toddm NEW-DEM-PC  192.168.0.18 0.0.0.0 YAMEW-DEN-PC  Top 10 Reasons Bruce Lee May Have Been Superhuman - YouTube - Mozilla Firefox  firefoxexe 0

@ 2015-07-25 14:53:29: 125 toddm MEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC 7 Top 10 Reasons Bruce Lee May Have Been Superhuman - YouTube - Mozilla Firefox  firefox.exe 0

@ 2015-07-25 14:53:27 : 1.609 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  How to Repair the Air Conditioning in a Dodge Neon | eHow - Mozilla Firefox firefox.exe 0

@ 2015-07-25 14:53:26 2 2.656 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC 2003 dodge nean ac recharge - Google Search - Mozilla Firefox firefox.exe 0 v
< >
4523 lines HNirSoft Freeware. hitpuiiwww.nirsoft.net

General Help Information (Alt-Shift-F1):
While the user does not need to interact with the program, there are various hotkeys that display information or allow

various settings to be changed. Pressing Alt-Shift-F1 displays the Help screen below.
{n)] GENERAL WINDOWS LOGGER HELP = =l

To monitor user activity and log movement between Windows.
The defsult log path is c:\temp for standalone ECs and a UNC for networked BCs.
Mobile PCs will automatically switch between the chosen UNC folder and the local
c:\temp folder for continous cperatiom.

The log files contain tab delimited info for pasting into spreadsheets.
The script is added to the user's Startup folder when first launched.

Command line parameters, used from CMD or to launch from another app:
-viturn off Verbose mode]
-plpath to log folder]

Winlog.ini file can be used, if present then it sets defaults like below:
[User-Defaults]

Path=C:\Users\Bublic\logs\Windows_Logger

Verbose=True

Includes=(A11}

Excludes=dwm

Hot keys:
Alt-Shift-F1 to display this Help

Atl-Shift-FZ to display Stats

Atl-Shift-F3 to display Logfile

Atl-Shift-1 to set defsult path,Verbose on/off and create Winleg.ini
Atl-Shift-2 te set sutorun

Atl-Shift-0 to exit




Auto start option (Alt-Shift-2):

When the program is first launched it creates a shortcut in the current user’s Startup folder. This shortcut may be
modified to specify both the LOG file folder and the delay time between Scans. The auto start option can be removed
later via Alt-Shift-2 key combination. Depending on whether the shortcut is active will determine which option below is

displayed.
Activate Auto Startup (W) ﬂ Deactivate Auto Startup (W) H
Do you want to automatically Do you want remove Windows Logger
run Windows Logger each day? from your Startup folder?

Internal default settings:

The program will set defaults to Verbose title logging and use the c:\temp folder to store LOG files when off a network.
While connected to a network (i.e. not IP 192.168.x.x), the program will use the compiled network share folder (UNC
format).

Local settings file - winlog.ini (Alt-Shift-1):

If the user or an administrator wishes to change the default LOG folder and other settings, pressing Alt-Shift-1 displays
the following series of prompts. The settings file prcmon.ini will be created in order to save this information and will
override the built-in default settings.

Path to Winlog file

B Desktop » vie Search Desktop P
Organize »  New folder E- ~

/T Favorites

B Desitop Q% Homegroup }% toddm
& Downloads o
i Lomome | (g e s
Path to the LOG file folder => & - B
i QL» Metwork | ’ Misc
[example filename:

AutolT Scripts - Shortcut
E [ PDFs F Shortcut
a 198 KB
My Pictures - Shortcut Startup - Shortcut
E Shortcut || shote
b 119k8 @ 177KB

toddm_WIN_81_X64_(HOME-PC)_process.log]

L

Folder | [c\Users\Public\logs\Windaws Logger

Select Folder Cancel

Path to Update folder “

v/ ¢ | Search Deskiop »

[l
i
4

[Not Yet] Path to the Application Updater folder => ‘:
(A newer version placed here will automatically update the e ." U N
version currently running on the user’s computer.) oot i dll e

- Documents My Pictures - Shortcut Startup - Shortcut
& Downlozds Il shorteut | shomes

4 Music SFGr 1i9ke L 1.77KB

&/ Pictures

[ Robert Rateliff (rc

B Videos v

Folder | IG\Users\Public\logs\Process_Monitor

Select Folder Cancel




Save Window Titles (Verbose)

Save Window Titles =>
[Click Yes to save Titles for each logged process or click No
to only save the process names.]

Click on Yes to save both Processes Info and Window Titles
or click Mo to save only Processes Info.

Setting Processes to Include or Exclude =>

Setting Includes and Excludes

You may do the following: [Include (All), Exclude (None)], [Include only some,
Exclude (none)] or [Include (All), Exclude only some]

[By default, (All) processes are included (i.e. (None) are excluded), but if you only wanted to watch one or more
processes then enter their names in the Includes. If you have one or more processes that you need to be ignored then
enter their name(s) into the Excludes, separated with vertical bars (]). You cannot use both at the same time.]

¥ Exclude Specific Process(es_u

#  Include only Specific Proce...

Enter one or more process names (e.q.
winword |iexplore) separated with | - didk
Cancel to indude ALL,

Enter one or more process names (g.g.
winword Jiexplore) separated with | - didc
Cancel to exdude NOME,

[ an | [ dwmidesktopinfol |
= ==

[All is the default; using iexplore, for example, would only
log records for Internet Explorer.]

[Using (None) excludes nothing. Using dwm | desktopinfo
excludes those two processes from being logged.]

After filling out all of this information, the file winlog.ini is created with the contents below. Any time this file is edited,
either inside the program or with an outside editor, Windows Logger will update its running defaults automatically.

El winlog.ini - Notepad - =
File Edit Format View Help

[User-Defaults]
Path=C:\Users\Publichlogs\Windows Logger
Nerb059=l

Includes=(All)

Excludes=dwm

Once a winlog.ini file has been created, the program will defer to it for all settings. These values are also displayed in the
General Help screen via Alt-Shift-F1.




[not yet] Global settings file for network users - global_winlog.ini:

For usage primarily on a network, a Global INI file may be created and placed into the Updater folder. It uses the same
format as prcmon.ini and is called global_winlog.ini. The program will auto detect the global INI file and its values
supersede both the internal and the winlow.ini settings. This global file enables an administrator to change settings in
real time for a large group of computers that are running Windows Logger.

Off Network process logging:

If the program detects it is running from a home network (i.e. not IP 10.x.x.x) then it will keep logging information into
the c:\temp folder. Once the computer is back on our network, it will switch back to the network share folder and
continue logging.

[not yet] Automatic program updates:

When a newer version of Windows Logger.exe is found in the Source Path directory, it will be used to update the
running copy in the c:\temp folder. Users will not notice when the update takes place. The update_winlog.exe program
must be in the source path directory as it does the actual updating.

Viewing log files (Alt-Shift-F3):
Users may open the log file with a variety of programs since it is a tab-delimited text file. Importing into Excel allows a
variety of statistics and charts to be created. For convenience, the free program CSVFileView (from www.Nirsoft.net) is

packed into Windows Logger. When Alt-Shift-F3 is pressed CSVFileView is used to open and display the log file currently
configured in the INI or Internal settings. You can sort and copy/paste data from this window to Excel.

= CSVFileView - Ch\Users\Public\logs\Windows_Logger\toddm_WIN_81_X64_(NEW-DEN-PC)_windows.log =S
File Edit View Options Help
| & & @A

2015-07-06 07:29:39: Time Diff User name Host name IP Address1 IP Address 2 Logon Server Window Title Process Name  IsHung N
@ 2015-07-2515:13:54: 37454 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 WWMEW-DEN-PC  CSVFileView - C\Users\Public\logs\Windows_Log...  CSWFileView... 0

@ 2015-07-25 15:13:16: 114 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YAMNEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word  WINWORD.EXE 0

@ 2015-07-2515:13:15:  0.960 toddm NEW-DEM-PC  192.168.0.18 0.0.0.0 WMEW-DEN-PC  Find and Replace WINWORD.EXE 0

@ 2015-07-2515:13:14: 1438 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YAMNEW-DEN-PC  Microsoft Office Word WINWORD.EXE 0

@ 2015-07-2515:13:13:  8.266 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  Microsoft Office Word WINWORD.EXE 0

@ 2015-07-2515:13:04: 40922 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 YWMEW-DEN-PC  Find and Replace WINWORD.EXE 0

@ 2015-07-25 15:12:23: 0.672 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YAMNEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word  WINWORD.EXE 0

@ 2015-07-2515:12:23:  1.032 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  Find and Replace WINWORD.EXE 0

@ 2015-07-2515:12:22: 12 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 YWWMEW-DEN-PC  Microsoft Office Word WINWORD.EXE 0

@ 2015-07-2515:1210: 54515 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YAMNEW-DEN-PC  Find and Replace WINWORD.EXE 0

@ 2015-07-25 15:11:15:  1.969 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 YWWMEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word  'WINWORD.EXE 0

@ 2015-07-2515:11:13: 5234 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YANEW-DEN-PC  Size WINWORD.EXE 0

@ 2015-07-2515:11:08:  1.922 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  Windows Logger - Users Guide.docx - Microsoft Word  WINWORD.EXE 0

@ 2015-07-25 15:11:06:  0.875 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 YWMEW-DEN-PC  temp explorer.exe 0

@ 2015-07-251%:11:05: 40,625 toddm MNEW-DEN-PC  192.168.0.18 0.0.0.0 YAMNEW-DEN-PC  MNotepad notepad.exe 0

@ 2015-07-2515:10:24:  2.960 toddm NEW-DEN-PC  192.168.0.18 0.0.0.0 YWMEW-DEN-PC  winlog.ini - Motepad notepad.exe 0

@ 2015-07-2515:10:21: 1,547 toddm NEW-DEN-PC  192.168.0.18  0.0.0.0 YWMEW-DEN-PC  temp explorer.exe 0

@ 2015-07-2515:10:20:  20.407 toddm NEW-DEM-PC  192.168.0.18  0.0.0.0 YWMEW-DEN-PC 05 (C:) explorer.exe 0 v
4547 lines HirSoft Freeware. hitp:iwww.nirsoft.net

Installing Windows Logger:

Users may open the ZIP file and copy the Windows Logger.exe to any folder. The Temp folder on C drive is
recommended as a starting point. You can later move the executable file somewhere less conspicuous. You can modify
the INI file Alt-Shift-2 to include a different path for the LOG file as shown previously. The program installs into the user’s
Startup folder automatically.



http://www.nirsoft.net/

Additional resources:
If you want to get visual notification of log file updates you can do any of the following:

1.

2.

In CSVFileView, with the log file opened, click on Auto Refresh and Beep on New Line under Options, then just
minimize the viewer and let it run.

'm After Loading File - Sort By
File Edit View Automatic Column Size
| & & Auto Refresh Mode
v | Add Byte Order Mark To Unicode Files
Add Header Line To CSV/Tab-Delimited File
v | Keep Columns Size/Order on Refresh

2015-07-11 14....

Enable String Interning

v | First Line Contains Column Names
Allow MultiLine Fields

v | Automatic Numeric Sorting
v | Automatic Date Sorting

Select Another Font
Use Default Font

¥ | Auto Refresh
Scroll To Bottorn On Mew Line
] v Beep On New Line

0lines Always On Top

<

Download the free folder change monitor, FolderChangesView.exe, from the www.Nirsoft.net website. They
also makes the CSVFileView application. FolderChangesView can monitor a main folder and its subfolders and
will display any files that are being added, changed or deleted.

Eile Edit View Options Help

= B= N |

Filename ~ Modified ... Last Event Time Created Count Deleted Count

toddm_ | 81_xbd | - -PC_windows.lo 13
: ddm_WIN_21_X&4 (NEW-DEMN-PC)_wind log 7 T/25/20153 31325 PM 0 0

Nir Soft Freeware. httpJiwww.nirsoft.net

For an application that will display a popup window in the middle of your monitor, try File Alert Monitor, which
is available from http://www.libertyrecording.com/download/FileMon20.exe. When you run the application,
simply add the folder(s) you want to monitor and under Options set File types to All. Now the program will pop

up a window whenever a file is changed.

[[ options E=

General | Alens  Flltypes | Logging|

File types to maritaring

© Specified by Smart Maritar

& it iynes

Folders  View Help

Folders to be menitored | Status
{ChUsers\Publichlogs\Windows_Logger,  Monitored :

Cancel Apply

Existing file 'toddm_WIN_81_X64_{NEW-DEN-PC)_windows.log’ has
been updated in 'C\Users\Public\logs\Windows_Logger\' at 2015.07.25
15:16:47.



http://www.libertyrecording.com/download/FileMon20.exe

Email interface:

An email interface can be constructed in several ways. Currently, | am using File Alert Monitor (FAM) along with an
AutolT script called Email Alert. Whenever a window is displayed by FAM, its contents are copied by Email Alert, the
window is closed and an email is sent to an Administrator. Currently, emails may be sent through SMTP or through a
user’s Outlook client which has to be installed and running. The content of email is below.

Subject: (S) Windows Logger Alert for toddm1

Existing file toddm1_WIN_7_X86_(PBDB22E)_windows.log' has been updated in 'c:\temp\Windows_Logger' at
2015.07.11 14:10:42.

A future version will probably have email alerts built in and won’t need Email Alert or FAM.

Exiting the Windows Logger (Alt-Shift-0):
If you want to stop the program from running without having to display Task Manager you may press Alt-Shift-0 (zero)
and it will be stopped.




